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Introduction and Overview 
 
Some say that data is the new oil. With the digital trace we all leave on a daily basis; its 
volume is growing exponentially. The more data is generated, the harder it gets for the 
human workforce to handle it. Intelligent machine systems will assume this 
burdensome task transforming our lives for the better. At least, that’s what the 
promise is.  
 
Compliance profession is no exception – artificial intelligence and machine learning 
technologies are expected to bring massive operational efficiencies to Compliance & 
Ethics (C&E) program management tasks. But what exactly is behind these buzzwords?  
 
First, let’s be clear on terminology. In a compliance context, Artificial Intelligence (AI) 
is computer software that can quickly analyze large amounts of data and use 
correlations and patterns within that data to draw conclusions (such as raising a red 
flag). In other words, AI involves machines that can make decisions normally made by 
humans.  
 
And just like humans, AI needs to learn to make those decisions. With the help of 
machine learning (ML) the technology can learn on its own. So instead of relying on 
fresh inputs of programming code with specific instructions to accomplish a particular 
task, ML is a way of ‘training’ an algorithm so that it can learn how to accomplish it.  
 

AI Basics 

It is very clear that compliance professionals do not need to become AI experts. 
However, it is important to know the tasks AI and similar cognitive computing 
technologies like ML are really good at, including filtering for errors and patterns, 
predictive analytics and continuous monitoring of regularly updated lists/regulations. 
It is also crucial to understand key characteristics of AI and match those with the 
existing C&E challenges. Combined with the expertise in risk mitigation, incident 
management, and ethical culture, this will bring the best outcomes from the adoption 
of AI solutions. 

These trailheads point us down the path to several key considerations. First, you 
should spend a fair amount of time thinking about the question you would like your 
AI/ML to answer. A well-articulated research hypothesis is half a battle indeed. The 
technology will produce the best outcomes for the following two types of questions: 

• Closed questions (with a yes/no answer), and 
• Classification questions (i.e. when a transaction needs to be classified to a 

finite number of pre-determined categories). 
 
Secondly, learning can be supervised or unsupervised. In case of supervised learning 
the data, the goal, and the expected output are provided to AI which identifies 
algorithms to get to the expected results, whereas unsupervised learning provides the 
machine only with the data and the goal. In simplified terms, the more data the AI 
gets, the more it allows it to adjust itself and improve the algorithm.  
 
Finally, there are two types of errors associated with ML/AI technology. In statistical 
terms, these errors are commonly referred to as type I error (the incorrect rejection of 
the hypothesis) and type II error (a failure to reject a false hypothesis). For example,  
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our hypothesis is that the client accounts should be classified as either ‘good’ or ‘bad’. 
When the algorithm creates a false positive putting a red flag on a ‘good’ client, this is 
a type I error. When AI ‘overlooks’ a ‘bad’ client categorizing it as a ‘good’ one, this is 
a false negative or a type II error. Apparently, the latter entails a greater risk of negative 
consequences. The good news, however, is that the AI/ML algorithms can be fine-
tuned depending on the ‘cost’ of type I error vs type II error to the end consumer, and 
thus lean towards making less type I errors or less type II errors depending on the task. 

 
Implementing an AI-Based Solution: The Process 
 
Most of the existing AI solutions need to be customized for each company/specific 
task. However, as you start drawing up plans and strategies for how to make the best 
use of this technology, it is important for you to have an overall understanding of the 
implementation process. You should begin by considering the following common 
steps which any AI/ML-based solution will require: 
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Data Pre-Processing  
 
When it comes to AI, data is absolutely vital, as the performance often has more to do 
with the quantity and quality of the data than the specific algorithm used to do the 
learning. For AI to truly act intelligently and for ML to actually learn, it needs the 
most accurate raw data. The first step in the process of implementing a new AI 
solution is the data pre-processing, meaning that before the data can be uploaded into 
ML, it has to go through extensive due diligence and technical analysis. Consider a 
simple example: one or several fields of your data contain dates in different formats, 
i.e. 23.11.2019, 11/23/19, and 2019-11-23. You will not be able to use the data for 
ML/AI until you apply a single formatting standard across the whole range.  
 
Data cleaning is also a vital part of pre-processing – the more data we get, the higher is 
the chance that the data will be ‘contaminated’ and contain bad records. If you’re 
dealing with financial transactions, make sure the amounts are not negative. If you’re 
dealing with the age of your employees, check that all the values make sense from a 
range perspective and that none of your colleagues are 9 years old. 
	
Calculating Metrics 
 
AI requires a lot of data that is relevant to the problem being solved. However, directly 
exporting large quantities to ML/AI may be a problem. The first step to building an 
AI solution is creating what we call ‘metrics,’ which are used to categorize the data. 
The metrics need to be defined to allow the data to be aggregated and structured 
properly. Alternatively, metrics can be the combined values which represent the result 
of the data convolution from the level of a transaction to a higher level of a client, for 
example.  
 
Typical data metrics for an AML AI solution would include the following categories: 

• How many bank accounts does a client have? 
• What are his/her usual/frequent counterparts/recipients?  
• What is the volume of transactions with each type of recipient? 
• Are there any transactions with certain/abnormal frequencies? 
• Are there any irregularities within the payment details text field? 

 
Text fields are a useful source of information for the algorithm, but before this data 
can be fed into the model, it has to go through a text analysis/mining tool (we use TF-
IDF / Bag of Words approach). 
 
It is important to understand that metrics are crucial for the AI/ML results accuracy: 
the more metrics you apply, the better outcomes you will get from the algorithm. 
However, this positive correlation has a limit. When the number of metrics gets too 
high, the AI may experience what is called an ‘overtraining’ or ‘overfitting’. An 
overfitted model is the one that contains more parameters than can be justified by the 
data. The essence of overfitting is to have unknowingly extracted some of the residual 
variation (i.e. the noise) as if that variation represented underlying model structure. 
 
Developing ML Model 
 
Once data is fully ready, it’s time to develop the model. Lucky for us, there are a lot of 
great Open-Source libraries that are very easy to use, including the ones backed up by 
tech giants. Among our favorites are: 
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• Python scikit-learn - https://scikit-learn.org/stable/ 
• Amazon ML in the cloud - https://aws.amazon.com/aml/  
• Amazon’s dsstne to run locally - https://github.com/amzn/amazon-dsstne 
• Google’s TensorFlow - https://www.tensorflow.org/ 
• Keras - https://keras.io/ 

 
Validating ML Model 
 
After we’ve selected the right tool for the job, we need to split our data into two different 
buckets. The data should be divided into two subsets with 70% (usually) being used for 
model training purposes and the remaining 30% - to validate the model’s accuracy.  
 
It’s important to make sure that the test/train split is done in a unified fashion: for 
example, if you’re working with data that is timestamped from 2009 to 2018, it would 
be a bad idea to divide the data based on the date and have 2009-2015 data as train 
subset and 2016-2018 data as test subset, as the trends might have changed. In most 
cases, it’s better to use a truly random algorithm for the data split. 
 
Depending on the nature of the data, certain types of models might work better than 
others – and this will be clear from the tests you run. Very frequently simple and 
transparent models like Random Forest Classifiers can outperform complex Neural 
Networks.  
 

AI Implications for Compliance 
 
AI solutions enable companies to automate ordinary compliance tasks: the 
examination of multiple data sources done by a machine would result in a surge in 
operational effectiveness. AI tools can support compliance functions in faster and 
more informed decision-making based on data-driven insights. In other words, the 
detection component of the C&E program would get considerable enhancements.  
 
At this point, AI is being used mostly in the financial services sector because of a large 
number of daily transactions that need to be screened for certain parameters. 
However, as AI gets more advanced, it could find application virtually in any industry.  
 
AI-based technology can support compliance function in meeting compliance 
requirements that involve large and ever-growing data volumes. Where traditional 
rule-based monitoring will look for very specific red flag transactions, AI is able to 
filter out false positives by identifying benign reasons for it. Normally ruled out in the 
course of investigation performed by an analyst, now AI is capable to handle this task 
on its own by identifying patterns and correlations too complex to be picked up by 
traditional anomaly detection approaches. For example, PayPal has already cut its 
AML/Fraud false alarm rate in half by using a homegrown AI monitoring system. 
 
While the opportunities are considerable, from a compliance perspective the 
technology is most relevant to monitoring transactions for potential criminal activity 
in the following fields: 
 
ABC controls: analyzing multiple sources of information including accounting 
ledgers, expense reports, and corresponding receipts and invoices, emails, phone calls, 
text messages to detect payments/expense payouts questionable in terms of their 
timing, nature, regularity, and/or amounts. 
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Sanctions screening and AML transaction monitoring against OFAC and other 
international sanctions/ watch-lists of politically exposed persons and businesses and 
other international bad actors associated with organized crime. 
 
Due diligence and KYC controls seeking to assess and vet at the onboarding stage or 
monitor for unethical behavior on an on-going basis. This includes detection of links 
between accounts, customers, and related parties, unpacking of beneficial ownership, 
legal entity and directors, identifying relevant negative news along with financial 
health scores and legal filings to fully understand the risk posed by the third party. 
 
Fraud identification: constantly monitoring behavior and cutting down the false 
positives by adding context/ other data such as usage patterns, IP addresses, 
geolocation tagging, phone numbers, etc.  
 

How we are different 
 
At Studio Etica we believe in realistic conversations on AI, not the speculative ones.  
Lately, the new technologies like AI and ML have become buzzwords in the business 
community, but what are the exact steps for implementation? Given the price tags for AI 
solutions are at a premium, how can a compliance officer be sure that the cost savings will 
ultimately outweigh the required investment? 
 
Having a clear idea what challenges you would like the solution to solve is the crucial step of 
the process. Many AI vendors are not able to deliver on this simple requirement because they 
do not have compliance experts in their teams. High-qualified technologists can make an 
algorithm work, however, without a properly formulated research hypothesis, you may end up 
with the results not matching your expectations. At Studio Etica we understand the 
importance of both, technical savvy and compliance expertise. We offer the right balance 
between bleeding edge technology and compliance & ethics vision to generate a true ROI for 
your organization. 
 
To learn more about Studio Etica and our AI/ML solutions, tailored for various 
compliance stakeholders, please visit our website: www.studioetica.com 
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