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STUDIO ETICA’s Approach to Risk Management 
 
 

Behavioral Ethics as a Risk Management Tool 
 
 
 
 
 
The challenge  
 
When the FSGO were amended in 2004, the notion of ethics was added to the 
definition of an ‘effective program’: in addition to having compliance standards and 
procedures, the organizations are expected to ‘otherwise promote an organizational 
culture that encourages ethical conduct and a commitment to compliance with the 
law.’ Since then, regulators all over the world began to emphasize the role of ethics in 
the prevention and detection of criminal conduct. A Resource Guide to FCPA states 
that ‘…A strong ethical culture directly supports a strong compliance program...’  
 
By doing so, the regulators aimed to look outside the traditional law enforcement 
toolkit - clearly not sufficient for the complex challenge of dealing with human 
behavior. More and more organizations came to realize the importance of a proactive 
ethical stance, yet many of them still struggle to understand and measure in a reliable 
way what’s behind this ‘e-word’.  
 
Whatever industry you’re in, it is likely evident that addressing ethics is a prerequisite 
for your compliance & ethics (C&E) program to qualify as effective for regulators. 
Companies cannot afford to stick their heads in the sand and ignore the fact that 
although related, compliance and ethics are not the same. Even in simplistic terms, 
‘doing the right thing’ has a lot more to do with the complexities of human behavior. 
 
Developing a program to evaluate and monitor ethical risks is a challenge, yet not an 
insurmountable one. And this is where behavioral science can be helpful. 
 
 
 
 
‘Just as compliance requires good economics skills, it requires psychological 
savvy as well, to help predict how incentives and compliance messages will be 
processed, construed and acted upon in the field...’ Prof. Donald Langevoort 
 
 
 
 
  

WHITEPAPER 
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Why behavioral ethics 
 
Behavioral economics is a body of psychology which 
shows that we are not as rational as we think. 
Behavioral ethics which is a subset of behavioral 
economics applies that lesson to ethics. A first 
important lesson that can be learned from behavioral 
ethics stems from the idea that perfect rationality, 
which forms the basis of many classical economic 
theories, is not an accurate description of how people 
make their decisions.  
 
 
Recent research in behavioral ethics has 
challenged the assumption that (un)ethical 
decision-making is a cognitive process: the 
role played by emotions and intuition has 
been highlighted. 
 
 
By studying situations, contexts, and influences that are 
likely to encourage unethical behavior, behavioral 
ethicists challenge the assumption that ethics is an 
exclusively personal responsibility. Due to our natural 
tendency to simplify, we tend to focus on identifying 
‘bad apples’ or ‘rogues’ and assigning responsibility to 
these individuals. However, business scandals are not 
always the result of companies having hired “bad” 
people who intended to commit fraud or other 
wrongdoing within their respective organizations.  
 
The essential mission of effective C&E programs—to 
create a management system to prevent violations of 
law and ethics— is best served when compliance 
officers broaden their focus to behavior and culture in 
organizations, enhancing their approach to risk 
management. This goal is best achieved by integrating 
social and behavioral science research with the core 
elements of effective compliance programs. 
 

Where does behavioral ethics fit into 
risk assessment? 
 
There are two main ways. One is helping those 
involved in risk assessment have a better 
understanding of behavioral risks based on behavioral 
science. The other applies to C&E program 
evaluations – using what science tells us about human 
behavior enables us to design better internal 
procedures that promote better outcomes. 
 

Ethics risk assessment 
 
It is quite clear that compliance risk assessment aims to 
assess the legal and reputational risk exposure of an 
organization’s business activities in terms of adhering to 
applicable laws and regulations and relevant internal 

compliance policies and standards of conduct. But 
what about the assessment of ethical risks?  
 
At Studio Etica we believe that understanding who may 
commit misconduct in what situations often 
determines the type of prevention employed. The ethics 
risk assessment framework should, therefore, include 
the following two key components:  
 
1) Ethical Culture Assessment 

 
Ethical culture is clearly one of the most challenging 
components of a C&E program in terms of reliable 
measurement. Defined as a subset of a broader 
organizational culture, it is a framework that includes 
formal and informal systems that should be aligned to 
support the organization’s values. A Culture 
Assessment highlights the areas that appear 
problematic and provides executives with a toolkit to 
proactively manage necessary change. In other words, 
measuring ethical culture helps to address the 
underlying ethical risks the organization is facing. 
 
The goal of the Ethical Culture Assessment is to help 
executives and managers understand employee 
perceptions of the organization’s culture on a variety of 
dimensions. Based on a cultural survey methodology, it 
builds upon positive and negative components of 
ethical culture (e.g. ‘Fairness and organizational justice’ 
is a positive component, whereas ‘Abusive 
organizational climate’ (also referred to as ‘workplace 
incivility’) is a negative component). 
 
 
Integrating human behavior factor into 
traditional compliance-based approaches is 
important to foster the effectiveness of C&E 
programs. 
 
 
Typically, providing written reports and/or PowerPoint 
presentations summarizing your results will provide the 
key basics. The survey is anonymous but asks for 
demographic characteristics. This will enable you to 
slice and dice the results of your Culture Assessment in 
multiple ways including: 

• by culture component; 
• by question; 
• by employee seniority; 
• by function/department/division; 
• by office location. 

 
2) Speak-Up Culture Assessment 

 
Whistleblowing is a complex phenomenon: although 
legal protection of whistleblowers has a clear role in 
encouraging internal reporting, this is only a piece of 



STUDIO ETICA © 2019. All rights reserved. 3 

the puzzle. In some cases, the laws may be in place, but 
the hotlines still remain silent. What are the 
underlying reasons for that? 

The Speak Up Culture Assessment is designed to probe 
settings in which employees are most reluctant (or 
comfortable) to contribute ideas or criticism. Based on 
a survey methodology, the Assessment helps identify 
problem areas in the organization’s information flow. 
Although anonymous, it allows to reveal specific teams 
or functions reluctant to speak up, some ideas of why 
employees feel reluctant., and which topics are the most 
controversial. The objective is to understand and 
address the factors that hinder your progress in creating 
an inclusive speak-up environment, a key component of 
a high performing organization. 
 

C&E program effectiveness evaluation 
 
The second connection between C&E programs and 
behavioral ethics lies at the level of program 
effectiveness evaluation. The behavioral approach to 
compliance offers some concrete interventions to 
consider, with specific science lessons applying to 
various program elements. It's not that behavioral 
studies tell us something absolutely different about 
C&E program design, however, they offer an additional 
perspective which can help boost program effectiveness.  
 
A time-boxed analysis of a C&E program takes a deeper 
look at each element of the program through the lens 
of behavioral studies. The diagnostic gives a clear 
picture of where your program has the potential for 
improvement and which ideas from behavioral ethics 

can be incorporated to make sure your C&E program 
is effective in promoting competent decision making. 
Together with detailed findings, the evaluation report 
provides references to behavioral research and a 
proposed improvement plan. We encourage you to use 
this information as a platform for the next cycle of 
C&E risk assessment. 
 
What’s next: beyond assessment 
 
The business case for behavioral ethics as a risk 
management tool is a compelling one when framed 
properly. Every company is exposed to ethical risk and 
failing to manage it is a deliberate decision to leave 
things to chance and expose your organization to 
underperforming C&E program, regulatory scrutiny, 
monetary penalties, and reputational damage. Looking 
at your organization (ethics risk assessment) and C&E 
program (effectiveness evaluation) through the lens of 
behavioral studies is an important step towards the 
better outcomes, however, it is only a beginning of the 
journey. Further steps include the implementation of 
behavioral learnings to daily operations to achieve a 
genuine ethics-driven cultural transformation. 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
About Studio Etica 
Studio Etica is a boutique consultancy that provides advice on corporate ethics and compliance programs to companies 
around the world. We are dedicated to working with our clients to design, maintain and optimize world-class programs with 
a focus on a strong, values-based culture. Studio Etica focuses on helping organizations achieve cultural transformations that 
not only drive legal compliance but lead to enhanced integrity and positive behavioral change. We are convinced that ethical 
culture is central to the meaningful compliance program that delivers actual results. 
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